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DETAILED ACTION 

The instant application Inaving Application No. 10/578258 filed on 5/4/2006 is presented 
for examination by the examiner. 

Priority 

Acknowledgment is made of applicant's claim for foreign priority under 35 U.S.C. 
1 19(a)-(d). The certified copy has been received. 



Claim Objections 

Claim 6 is objected to because of the following informalities: 

Claim 6 is objected to under 37 CFR 1 .75(c) as being in improper form because 

a multiple dependent claims should refer to other claims in the alternative only. See 
MPEP § 608.01 (n). Accordingly, the claim has not been further treated on the merits. 

Allowable Subject Matter 

Claims 3-5 and 7 are objected to as being dependent upon a rejected base 
claim, but would be allowable if rewritten in independent form including all of the 
limitations of the base claim and any intervening claims. The feature of setting the 
security mode causes to set the security register and initializes the key counter to 1023 
at the same time; and the signature dedicated instruction causes to decrease the key 
counter by one at the same time when an instruction for conducting signature 
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calculation for one bit of the key register, and causes to reset the security mode only 
when the key counter is 0 resulting from the signature calculation progressing bit by bit 
has not been found in the search of the prior art. 



Claim Rejections - 35 (JSC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness rejections set 
forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth 
in section 1 02 of this title, if the differences between the subject matter sought to be patented and the 
prior art are such that the subject matter as a whole would have been obvious at the time the invention 
was made to a person having ordinary skill in the art to which said subject matter pertains. Patentability 
shall not be negatived by the manner in which the invention was made. 

Claimi is rejected under 35 U.S.C. 103(a) as being unpatentable over USP 
Application Publication 2002/0095583 to Vanstone et al, hereinafter Vanstone in view of 
USP 6,298,442 to Kocher et al, hereinafter Kocher. 

As per claim 1 , Vanstone teaches a secure processor [smart-card], comprising: 
a key register Including non-volatile memory [RAM] stored with key data (0053); 
a key counter configured to Indicate a bit position of the key data [values In respective 

tables] stored in the key register [RAM] to access the key data bit by bit (0097); 
a digest register [cyclic shift registers] configured to be stored with digest data to be 
used for digital signature (0050); and 

wherein no path for reading all data out from the outside [remains secret] Is prepared for 

the key register (0053), and the secure processor further comprises a plurality of 
signature dedicated instructions [programming code] for controlling the key register, the 
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key counter, and the digest register to obtain a digital signature based on the digest 
data, as well as general instructions (0050). Vanstone further teaches the need for 
masking techniques used when generate components of the signature (0060). 
Vanstone does not explicitly teach a gate configured to output 1 for the content of the 
digest register when the corresponding bit of the key data accessed by the key counter 
is 0 and output the content of the digest register as is when the bit of the key data is 1 . 
Kocher teaches the masking technique of a gate configured to output 1 for the content 
of the digest register when the corresponding bit of the key data accessed by the key 
counter is 0 and output the content of the digest register as is when the bit of the key 
data is 1 (col. 5, lines 35-54). Kocher teaches this technique as a means to limit the 
amount of leakage of protected information including related information that could 
assist an attacker in gaining more intelligence about a system. Therefore it would have 
obvious to one of ordinary skill in the art at the time of the invention to use the masking 
technique of Kocher in the secure processor of Vanstone in order to protect the secret 
key from being exposed to an attacker. Masking the operation of the digital signature 
would prevent leakage of the private key which one of ordinary skill in the art knows is 
the linchpin of the security. 

Claim 2 is rejected under 35 U.S.C. 103(a) as being unpatentable over the 
combined system of Vanstone and Kocher as applied to claim 1 above, and further in 
view of USP 6,378,072 to Collins et al, hereinafter Collins. 

As per claim 2, Vanstone and Kocher do not explicitly teach a secure processor 
having a general mode and a security mode as processor running modes; 
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a security register configured to indicate the security mode; and a general instruction for 
setting a security mode and a signature dedicated instruction for resetting the same 
(col. 8, lines 38-44); wherein the general instruction is effective during the general mode 
while the signature dedicated instruction is effective during the security mode. Collins 
teaches a general mode [unsecured state] and a security mode [secure state] as 
processor running modes; a security register [Fig. 4, 412] configured to indicate the 
security mode; and a general instruction for setting a security mode and a signature 
dedicated instruction for resetting the same; wherein the general instruction is effective 
during the general mode while the signature dedicated instruction is effective during the 
security mode (col. 8, lines 15-18). Collins secure processor is able to operate in two 
modes depending on the intent of the system. This gives the processor more 
applications and operation than a processor that can only perform secure operations. 
Therefore it would have obvious to one of ordinary skill in the art at the time of the 
invention to modify the combined teaches of Vanstone and Kocher with the teachings of 
Collins in order to increase the application of the processor. Having a processor which 
can function in multiple operations cost less than having multiple processors in the 
system. One of ordinary skill in the art would know the importance of processors and 
the engineering considerations such as cost, size, and processing power. 



Conclusion 
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The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

During examination of the instant application a published document by the 
inventors was found which stated that they had developed secure processors SEP-4, 
SEP-5, and SEP-6. Applicant cited on the IDS statement the publication of the 
document detailing SEP-5, which is believed by the Examiner to be the same processor 
disclosed in the instant application. Examiner requests any publication known to the 
inventors of SEP-4 which may be pertinent as prior art to the instant application. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to MICHAEL R. VAUGHAN whose telephone number is 
(571)270-7316. The examiner can normally be reached on Monday - Thursday, 7:30am 

- 5:00pm, EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
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Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO 
Customer Service Representative or access to the automated information system, call 
800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/M. R. V./ 

Examiner, Art Unit 2131 
/Ayaz R. Sheikh/ 

Supervisory Patent Examiner, Art Unit 2131 



